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Abstract

@ Management and security are a common concern today and this
session provides the necessary background and perspective on both
the business and the technical aspects of both — using mobile
. technology and other examples to illustrate important points that pertain
P raC‘t | Cal to the entire enterprise. We will discuss how management and security
are the complimentary sides of an essential framework for SOA
success, while focusing more on the operations management issues,

S eC U I’Ity a n d M a n ag e m e nt which are generally less understood today.
i n a Se rV|Ce—O r| e nted E nte rpn Se How do you comply with service-level agreements and fulfill partner

expectations? Are there special issues and challenges when dealing
with mobile technology in a Service-Oriented enterprise? We will
examine important principles and make concrete recommendations
using real-world examples. We will discuss best practices, trends, and
Paul Lipton the evolution of key Web services and SOA standards as part of a
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Speaker

Paul Lipton is a Senior Architect in the Web Services and Application
Management Team at Computer Associates (CA) and a Strategist in the
Office of the CTO. He has been an architect and developer of enterprise The Management ChaIIenge in a Nutshell
systems for over 20 years, and has worked closely with key CA
customers to solve important business challenges through the creation
of manageable, mission-critical distributed solutions. Many Enterprises are Mired in the Past

Mr. Lipton has represented CA in numerous standards organizations,
such as the W3C, OASIS and the Java Community Process, and is
currently serving on standards committees involved in the definition of
new Web Services standards for management, orchestration,
choreography, service state and notification. He is a highly sought-after
author and conference speaker, and has shared his knowledge with
appreciative audiences on such diverse topics as service-oriented
architecture, Web services, Java/J2EE, .NET, management and
security, EAl, On-Demand/Grid computing, XML transformation
frameworks, databases, distributed systems, and wireless. G, Computerassoclatess

Introduction Application Management Today
Horizontal and Vertical “stovepipes”
= PeOp|e Users aligned to i pr IT aligned to technology!

leb Services

- Operations organized by function or “silo”
- Users along lines of service
= Technology
- All events treated equally — increasing complexity

Check each technology

- Long problem diagnosis cycles
= Process
- Reactive and dysfunctional

- Tactical fallback — “buy another product” — manage my
function

Systems.

Network

Q) computerassociatese ) o Q) computerassociatese
@ EHPSGIESSECEs Management by “silo”, reactive, inefficient, costly @ EHPSGIESSECEs
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Mismatch — Management Silos & Business Processes

Discover and Map
Infrastructure to
business processes

sppicaon SOA Brings New Challenges

Application
nfrastructure

It's a New World , but Don't Forget the Elephant

Database
Systems

Network

Needed: alignment of IT operations to business environment

@ Computer Associatese

Example: The New Business

Paradigm SOA — The Trend Towards Complexity

MapPorLnet Service-oriented .archlttlactures are creating a
N - paradox. They will continue to...

= ...increase the value of = ...increase the challenges of

services services
- More open - Greater complexity
- More adaptable = Broader scope
= Web services and SOA - More opportunities * New layers of technology
- Collaboration = Uncontrolled proliferation of
B . ] internal and external services
Service levels depend on B mu:?-platfor'm i = More points of vulnerability
= |T application infrastructure - Multi-organization
. . - Greater exposure...
= Subordinate services P
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Business Exposure Issues Critical New Levels of Management

= Meeting commitments with customers, partners, suppliers, WH
regulators, and more

- Responsiveness and agility (Service Level Agreements — SLA)

Process an Order Look-up Customer
@D information

Web Services / SOA

= Are you meeting their expectations? & W @/ * Service and message-
= Are they meeting your expectations? - > = ~Apply for a centric
- Dependability (Quality of Service — QoS) oy » Mortgage = Loosely coupled
= Any lost transactions? = Cross-domain
= Problems occurring? What service?
. . Exchange Peoplesoft .
= Is the underlying IT infrastructure part of the problem? If so, what? SAP & p IT infrastructure
- Controlvisibility & W o rwen A * Application-centric
. it trail? ~ ~ = Tightl led
Audit t.rall . . /A/\)/A’ < = Sales Wel ightly co‘up e
= Proactive vs. reactive: can you predict/forecast? [@/ < *& Bomi App = Isolated silos
omino
- Security Database Order = Dependencies on
= Regulatory, legal, strategic, privacy, and other @ GompiterAssidates Processing software and hardware
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Don’t Forget the Elephant!

Web Services / SOA

Look-up Customer = Service and message-
_information centric
= Loosely coupled

P@ an Order
oml

o - = Cross-domain
\Applyford”

Mortgage IT infrastructure

= Application-centric
= Tightly coupled
AR '3 ange Peoplesgft = Isolated silos
@ /).\V/(\\ g HR Web App = Dependencies on
S ~ N h software and hardware

OASIS WSDM — Moving to an Agentless Paradigm

= Now a vetted standard
- Scaleable from Blackberry to enterprise scale
- Cooperation with DMTF, GGF, others
= MUWS (Management Using Web Services)
- Any manageable resource
= Use Web services for management of same
= Resource management model agnostic
= MOWS (Management Of Web Services)
- Specific to WS & based on MUWS
- Simplification — WS to manage WS
- Integration of management and business

Computer Associatese

Webservios | Manageabis “Agentloss” vFocus on
‘endpoint Resource Resources
v'Isolation from

weo Maragement ; implementation
VDS | oo |Resource | With Agents -

= A
Database ofer " Needed:
Processing *True Root-cause analysis
+Unified Policy
Resources

CA Web services white papers and product information
http://www.ca.com/webservices

OASIS WSDM Standard
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wsdm

Web Services Journal, August 2004
"In a Service-Oriented Architecture, Who Will Do the Cooking?"
http://www.sys-con.com/story/?storyid=45781&DE=1

Web Services Journal, March 2004
"Snow White's FIRST Web Services (a cautionary fable for IT management)”
http://www.sys-con.com/story/?storyid=43956 &DE=1

XML Journal, March 2005

Accessing Resources: New Web Service Application Patterns for a Service-
Oriented World

http://www.sys-con.com/story/?storyid=48757&DE=1 @
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